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The WTO and the Protection of Personal Data.  
Do EU Measures Fall within GATS Exception? Which Future for Data 
Protection within the WTO e-commerce Context? 
María Verónica PEREZ ASINARI 





Export of personal data is a business necessity for many information management activities or provision of services in
general.[1] Information technology stresses this asset, consumers can be easily localised in cyberspace, and they can also 
be profiled, not only using the data they have consented to provide, but also using unknown traces.  
 
Information exchange reality across boundaries was early analysed in Europe from the perspective of the Internal
Market: due to the passing of privacy and data protection laws in different member states, obstacles to the free flow of
data could be created due to the disparity of legislation.  
 
Directive 95/46/EC[2] was passed in order to harmonise divergent legislation in what concerns the protection of
fundamental rights and freedoms of natural persons (in particular their right to privacy with respect to the processing of
personal data) to reach the Internal Market’s requirement of free flow of personal data.  
 
This legislation can be analysed in the light of the WTO rules since it can affect trade in services. In this paper we will
address two main questions connected to the present and future of the protection of privacy and personal data within the
WTO context. The approach will be developed from a European perspective.  
The General Agreement on Trade in Services (GATS) envisages four types of service supply:  
 
(a) from the territory of one Member into the territory of any other Member (cross-border supply: the possibility for non-
resident service suppliers to supply services cross-border into the Member’s territory)  
(b) in the territory of one Member to the service consumer of any other Member (consumption abroad: the freedom for 
the Member’s residents to purchase services in the territory of another Member)  
(c)by a service supplier of one Member, through commercial presence in the territory of any other Member (commercial 
presence: the opportunities for foreign service suppliers to establish, operate or expand a commercial presence in the
Member’s territory; such as a branch, agency, or wholly-owned subsidriary)  
(d)by a service supplier of one Member, through presence of natural persons of a Member in the territory of any other
Member[3] (presence of natural persons: the possibilities offered for the entry and temporary stay in the Member’s 
territory of foreign individuals in order to supply a service)  
The first and second case would certainly involve e-commerce examples[4], where trans-border data flows (TBDF) of 
personal data normally take place. The third case and its implications concerning TBDF could be exemplified by Human
Resources information management activities carried out by multinational companies.  
2. The EU regulation on TBDF  
 
The Directive prohibits trans-border data flows to countries not giving an adequate protection to personal data (Article
25.1). It also creates several ways for interpretation and methods of derogations of this general rule (Article 25.6, 26.1,
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Article 25.2 states the way “adequacy” should be analysed: “The adequacy of the level of protection afforded by a third 
country shall be assessed in the light of all the circumstances surrounding a data transfer operation or set of data
transfer operations; particular consideration shall be given to the nature of the data, the purpose and duration of the
proposed processing operation or operations, the country of origin and country of final destination, the rules of law,
both general and sectoral, in force in the third country in question and the professional rules and security measures 
which are complied with in that country.” 
 
Article 26.1 of the Directive contains a set of derogations to the general rule regulating that Member States shall provide
that a transfer or a set of transfers of personal data to a third country which does not ensure an adequate level of
protection may take place on condition that (a) the data subject has unambiguously given his consent to the proposed
transfer; or (b) the transfer is necessary for the performance of a contract between the data subject and the controller or
the implementation of precontractual measures taken in response to the data subject's request; or (c) the transfer is
necessary for the conclusion or performance of a contract concluded in the interest of the data subject between the
controller and a third party; etc. 
 
Further, Article 25.6 of the Directive provides that the Commission may find that a third country ensures an “adequate 
level of protection” by reason of its domestic law or of the international commitments it adheres to, particularly upon 
conclusion of the negotiations referred to in paragraph 5 of Article 25, for the protection of the private lives and basic
freedoms and rights of individuals. 
 
The Directive offers other possibilities to make international transfers possible. Article 26.2 states that a Member State
may authorize a transfer or a set of transfers of personal data to a third country which does not ensure an adequate level
of protection within the meaning of Article 25.2, where the controller adduces adequate data protection safeguards; such
safeguards may in particular result from appropriate contractual clauses. Those safeguards, apart from contracts[5], 
could, for instance, have the form of Privacy Policies, Codes of Conduct[6], etc. Apart from that, Article 26.4 states that 
where the Commission decides that certain standard contractual clauses offer sufficient safeguards as required in
paragraph 2 of Article 26, member states shall take the necessary measures to comply with the Commission’s decision. 
 
This regulatory framework has created a remarkable controversy between the EU and the US in the way to try to find a
solution that allows the free flow of personal data, since, namely in the e-commerce sector, the US only envisages data 
protection regulation through the use of self-regulatory means, what results, in the practise, in a lower standard of
protection. After more than two years of negotiations, a sui generis[7] agreement, known as the “Safe Harbour”[8] was 
adopted by the European Commission. However, the controversy and dialogue have to not finished there[9] since this is 
not an agreement covering all the societal sectors.  
 
The European Commission has also adopted adequacy decisions concerning Hungary[10], Switzerland[11] and Canada
[12] (and it will probably proceed concerning Argentina[13] in the near future). The first two cases involve examples of 
general adequacy findings, implying that the whole legal system offers adequate protection. The third case is a partial
recognition, but wider than the Safe Harbor, as it considers that the Canadian Personal Information Protection and
Electronic Documents Act (PIPED Act) provides adequate protection only for certain categories of personal data
transferred from the EU to Canada (e.g. private sector organisations that collect, use or disclose personal information in
the course of commercial activities), and not for the public sector.  
 
From an international trade perspective and considering that the system of trans-border data flows created by the 
Directive can constitute, in certain circumstances an obstacle to trade, we will analyse whether it would be justified as
falling under the exceptions to the application of the WTO rules.  
 
3. Regulation by the WTO (or the non-regulation option...) on privacy and data protection [14] 
 
Article XIV of the General Agreement on Trade in Services (GATS) regulates the “General Exceptions” to the 
application of its rules. The relevant part for the current study states: “Subject to the requirement that such measures are 
not applied in a manner which would constitute a means of arbitrary or unjustifiable discrimination between countries
where like conditions prevail, or a disguised restriction on trade in services, nothing in this Agreement shall be
construed to prevent the adoption or enforcement by any Member of measures: (...); c)necessary to secure compliance
with laws or regulations which are not inconsistent with the provisions of this Agreement including those relating to:
(...); (ii) the protection of the privacy of individuals in relation to the processing and dissemination of personal data and
the protection of confidentiality of individual records and accounts; (...)” 
 
For this exception to be valid some conditions have to be fulfilled. There has not been any Panel Decision on Article XIV
(c)(ii) yet. An analysis can be conducted, by analogy, on Panel Decisions concerning the exceptions to the application of
WTO rules contained in Article XX of the GATT[15], to have a close look at the interpretation given to the conditions. 
 
In those decisions, we can find Panel interpretations on what are the parameters to consider for the application of an
exception to the WTO rules, what is the methodology to follow, what are the premises for the use of the “necessity test”, 
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the meaning of non discriminatory application in the sense of the “chapeau” (introductory clause), etc. 
 
All those concepts have to be assessed in the light of the adequacy method, which is used by the EU data protection
legislation to authorize or not data transfers to third countries, both at the theoretical level (Article 25.2 of the Directive,
Article 29 DPWP Working Document No. 12, Doctrine) and practical level (Commission Decisions of Adequacy
Findings). 
 
This analysis has to be complemented by the Human Rights perspective of privacy and data protection within the EU,
and the responsibility of member states as signatories of international binding documents in this realm.[16] 
 
Following Panel decisions we could conclude that a “four-step-methodology” has to be followed when assessing the 
pertinence or not for the use of the exception. 
 
But before using the four-step-methodology, given a concrete case, we will have to analyse whether the country in 
question has made specific commitments in the service sector under discussion[17], or regarding the “Most-favoured 
Nation Treatment”, whether the member can maintain a measure inconsistent with it, provided that such a measure is 
listed in, and meets the condition of, the Annex on Article II Exemptions[18]. “It is only by reference to a country’s 
schedule, and (where relevant) its MFN exemption list, that it can be seen to which services sectors and under what
conditions the basic principles of the GATS –market access, national treatment and MFN treatment- apply within that 
country’s jurisdiction.”[19] 
 
Then, the steps are the following: 
 
1) First step: determine whether the measure under discussion is inconsistent with a GATS’ provision.  
 
For example, we need to examine whether the measure under discussion is contrary to the Article II “Most-Favoured-
Nation Treatment”, Article VI “Domestic Regulation”, Article VII “Recognition”, etc. 
 
Indeed, a conflict with Article II of the GATS, “Most-favoured Nation Treatment” principle (MFN), could be envisaged 
as regards the application of the EU privacy and personal data protection legislation (specifically what is foreseen as
regards trans-border data flows): “1. With respect to any measure covered by this Agreement, each Member shall accord
immediately and unconditionally to services and service suppliers of any other Member treatment no less favourable
than that it accords to like services and service suppliers of any other country” (favour one, favour all)[20]. Given a 
benefit to a nation, the refusal to others is only permitted if such treatment is expressly listed in the relevant member’s 
Annex that sets out it’s MFN exemption.  
 
We can think about data processing services. Those located in the US, for instance, will receive a different treatment
(less favourable) than those located in Switzerland or Hungary, unless they have joined the “Safe Harbor”. This because 
Article 25.1 of the Directive establishes a prohibition to trans-border data flows to countries not giving an adequate 
protection to personal data, and Switzerland and Hungary have been declared as countries giving an adequate protection
by the European Commission, which result in the free-flow of information, as we have already pointed out above. The
“inconsistency” is indeed this prohibition and the possibility to derogate this rule when Adequacy Finding Decisions
have been adopted, creating a differentiate treatment among third countries.  
 
The same can be envisaged as regards human resources information management, e-commerce operations, advertising 
services, market research and public opinion poling services, etc., where the flow of personal data could be subject to
certain restrictions. 
 
The examples above can be evaluated also vis-à-vis Article VII: “1. For the purposes of the fulfilment, in whole or in 
part, of its standards or criteria for the authorization, licensing or certification of services suppliers, and subject to the
requirements of paragraph 3, a Member may recognize the education or experience obtained, requirements met, or
licenses or certifications granted in a particular country. Such recognition, which may be achieved through
harmonization or otherwise, may be based upon an agreement or arrangement with the country concerned or may be
accorded autonomously. 2. A member that is party to an agreement or arrangement of the type referred to in paragraph
1, whether existing or future, shall afford adequate opportunity for other interested Members to negotiate their accession
to such an agreement or arrangement or to negotiate comparable one with it. (...). 3. A member shall not accord
recognition in a manner which would constitute a means of discrimination between countries in the application of its
standards or criteria for the authorization, licensing or certification of services suppliers, or a disguised restriction on
trade in services.” 
 
The “criteria for authorization” of service suppliers, can be influenced by Adequacy Decisions or by the level of
protection given by a country. The EU have recognised that concerning Switzerland and Hungary data protection
“requirements” are “met”. The same opportunity has to be given to other countries, and, again, this opportunity has to be
administered in a way that does not constitute a discrimination or a disguised restriction. 
 
The next three steps will help to assess whether this “inconsistency” is justified or not, and whether the use of the 
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exception to the WTO rules is legitimate.  
 
2) Second step: evaluate whether “(...) the ‘laws or regulations’ with which compliance is being secured are 
themselves ‘not inconsistent’ with the General1) Agreement”.  
 
The “spirit” of the Agreement should thereby be considered in order to assess what represents “consistency” with it. 
Whereas the first step focuses on a punctual assessment (an specific provision of the Agreement), the second one focuses
on a general assessment (the Agreement as a whole). As for the GATS, the reference is the Preamble. There we find an
explicit mention highlighting the importance of “giving due respect to national policy objectives”, and also the 
recognition of “the right of Member States to regulate, and to introduce new regulations, on the supply of services within
their territories in order to meet national policy objectives (...)”. 
 
Having said that, we see that Directive 95/46/EC, which is the regulation with which compliance is being secured by the
application of Article 25.1 (as well as the possibility given in Article 25.6), is not inconsistent, in principle, with the
Agreement, since the (supranational) policy objectives pursued give the right to the EU to regulate in this realm. The
policy objectives, that is the protection of data privacy, are expressed in the European Convention for the Protection of
Human Rights and Fundamental Freedoms[21], in the Charter of Fundamental Rights of the European Union[22], and in 
many National Constitutions[23] of the EU member states. 
 
3)Third step: evaluate whether the measures are “necessary to secure compliance” with those laws or regulation. 
 
Panels normally[24] consider that this evaluation should be able to determine whether the State would have an available 
alternative measure no or less restrictive to trade that could reasonably be expected to employ to achieve the same policy
objective and which is not inconsistent with other GATT (or GATS) provisions. If the result of the search is positive, the
use of the exception has to be excluded.  
 
The Philosophy of Article 25.1 can be resumed by the fact that within the EU the protection of privacy and personal data
is a human right and has been attributed a high level of protection (that should not be loop-holed by transferring data 
outside the EU). That is why the Directive creates rights for the data subject, duties for the data controller, liability,
remedies, sanctions, independent data protection authorities, etc. Outside the EU the situation is not always similar, there
are countries providing a high level of protection, countries providing for less protection, countries with different legal
conceptions (so it is necessary to analyse what the result of this regulation is in terms of “adequacy” ), and countries with 
no protection.[25] 
 
The rule on TBDF has been created due to the easiness to send data to countries providing for no or less protection,
(easiness that has been increased by the use of information technologies), in order to circumvent EU law and carry out
processing activities that are forbidden in the EU. 
 
However, the Directive provides for derogations (see supra) to this principle, facilitating data flows while preserving 
data protection rights, as well as preventing State liability for non compliance with internationally binding human rights
instruments[26]. 
 
The outcome of the “necessity test” would be positive if, after having analysed whether any of the alternative solutions 
provided to allow data transfers, none of them could be used. In this case, the prohibition would be, in principle,
“necessary” to assure compliance with the Directive. 
 
4) Fourth step: assess whether the measures are “not applied in a manner which would constitute a means of
arbitrary or unjustifiable discrimination between countries where the same conditions prevail, or a disguised
restriction on international trade”.  
 
A “discrimination” would be “arbitrary or unjustified” if the EU, or the Member States, when applying the law to a 
concrete case, would allow the transfer of personal data to one country and forbid it, under the same circumstances, to
another one, alleging that it does not present an “adequate protection”, given the situation that both countries have similar 
regulations, or present the same lack of regulation in an specific sector, for example, the private one.  
 
A “disguised restriction” is a sophisticated barrier to international commerce. It is a burden coming from the legal or
administrative framework, which reason to exists is not necessary or weak, and is funded on protectionism. It can take
place, for instance, in case the analysis of a third country data protection regime is not well founded in terms of the
effective protection given to personal data, and only looks for giving privileges to European service providers.  
 
For the evaluation of third countries adequacy, the Article 29 Working Party has issued several documents describing the
methodology to follow in the assessment to be made.[27] They have described what are the principles of content and
procedure that has to be present in a third country to be considered “adequate”. We have to bear in mind that this 
methodology has to be applied under a case-by-case, flexible, pragmatic and functional approach[28], in order to respect 
other country’s legislation in particular, and legal systems in general, as well as different regulatory instruments (self-
regulatory or co-regulatory).  
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In this step, the exception would fail if given the same conditions (same level of protection) one country is considered to
provide for an adequate level and the other not. Indeed, given the characteristics of the “adequacy method”, the risks of 
arbitrary or unjustifiable discrimination are reduced, compared to the results that would arise from the use of the
“equivalence method”[29]. However, the adequacy method consists in a subjective analysis, so there is a certain risk that
it could be used in a discriminatory way if not properly applied. This fact can only be analysed in a concrete case, and
not in abstracto. 
 
4. Which future for privacy and data protection within the WTO e-commerce context?  
 
The world trade system has to face new challenges for regulation due to the e-commerce revolution. If we think about the 
very principles, they are the same..., the exchange of goods and services is a matter of human nature. However, even if
the “essence” has not changed, the means are new, and they pose questions concerning the interpretation of former rules
vis-à-vis new realities, as well as the necessity or not of passing new rules. 
 
The World Trade Organisation (WTO) is the global international organization dealing with the rules of trade between
nations. It has been created by the Uruguay Round negotiations (1986-94), and it is the successor of the GATT. 
 
The WTO’ highest decision-making body is the Ministerial Conference.[30] The declaration on global electronic 
commerce adopted by the Second Ministerial Conference (Geneva) on 20 May 1998 had urged the WTO General
Council to establish a comprehensive work programme to examine all trade-related issues arising from global electronic 
commerce.  
 
Accordingly, during the Fourth WTO Ministerial Conference, held in Doha, Qatar from 9 to 14 November 2001, a
declaration[31] was issued providing the mandate for negotiations on a range of subjects, and other work including
twenty one other issues. One of them is electronic commerce.  
 
4.1 State of negotiations. The Council for Trade in Services 
 
The Doha Declaration endorses the work already done and instructs the General Council to consider the most appropriate
institutional arrangements for handling the work programme, and to report on further progress to the Fifth Ministerial
Conference.[32] 
 
Within this set of trade-related issues arising from global electronic commerce, the protection of data privacy is one of
the topics that the Council for Trade in Services shall examine and report on. 
 
This will involve, at least from a European point of view, that the Council for Trade in Services will have to examine a
question that is considered to be a Fundamental Right.[33] It is known that the WTO has been strongly questioned for
not paying enough attention to non-classical-trade issues connected to or involved in the development of economic
issues.[34] The Doha Declaration has reaffirmed the importance of paying attention to non-trade issues, for instance, the 
protection of the environment, the promotion of a sustainable development, the safeguarding of core labour standards,
etc.[35]  
 
In the current state of discussions, the protection of data privacy has not taken an important place in WTO public
available documents.[36]  
 
However, we need to assess the legitimacy or competence of the WTO to intervene in the regulation of privacy and data
protection. The creation of exceptions, as those of article XX of the GATT or of article XIV of the GATS, is a way to
“not regulate”.  
 
The competence of the EU (EEC at that time) on the subject matter was severely discussed. Indeed, this was one of the
reasons for twenty years of delay between the time when the necessity of a Directive harmonising data protection
legislation was acknowledged in the EU, and the date of effective adoption of the instrument. The legal basis was the
main point of controversy. How could the EU (EEC) regulate on a fundamental right if it had no competence in this
realm? How could the EU (EEC) not harmonise data protection national laws if the discrepancies’ interference with the 
Internal Market was obvious?[37]  
 
Even if, as the time went by, the EU expanded the reference and competence on fundamental rights, the Directive was
passed using as legal basis ex-article 100A[38] (which is the one prescribed to regulate internal market issues). The EU 
internal market implications were solved harmonising the effective protection given by member states to personal data,
in order to permit the free-flow of information.  
 
Could we envisage this sort of evolution at the WTO level? Would this be possible? Would this be desirable? One of the
main differences is the nature of “integration” of both institutions, whereas the EU is a “supranational” process, which 
implies delegation of sovereignty, the WTO is an “intergovernmental” process, with very limited political integration. 
That is why it is unlikely that, at least with this institutional characteristics, the WTO will evolve in this sense, since
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certain governments will be reluctant to globally harmonise a field with, for them, fundamental rights implications in the
context of an organization which aim is not the protection of fundamental rights.  
 
4.2 Potential regulation of personal data protection in the context of the WTO?  
 
It is clear that global norms for privacy would solve many problems. However a simple solution would be very difficult
to achieve since data privacy is one of the fields of law where social, historical, and cultural background is more
remarkable. [39] 
 
The WTO has not been considered extensively by the doctrine as a possible way to regulate privacy globally, may be
because it is difficult to associate the WTO with human rights. 
 
Reidenberg has suggested the adoption of a “General Agreement on Information Privacy” (GAIP) in the context of the 
WTO[40] considering that the WTO’ mission covers e-commerce and can be used to facilitate the protection of citizens
within the trans-border data flows. He refers to the experience in the field of intellectual property rights, where
substantive standards were passed, which have to be incorporated by each signatory party in its domestic law. However,
he points out[41] that “[t]he risk of placing GAIP within the WTO trade framework is that the WTO has an inherent bias
toward liberal, market norms; GATT and the WTO are founded on the principle of free trade and market economies”.  
 
The author concludes that the significance of such an Agreement is, nevertheless, twofold. “First, the WTO framework 
offers an institutional process with wide membership. Second, while the institution leans toward market-based norms, the 
incorporation of GAIP within the WTO along with other non-economic values will transplant social-protection norms to 
the trade arena. In effect, this transplantation will promote convergence of governance norms.”[42]  
 
Swire and Litan also suggest that “[t]he WTO could (...) provide an international forum for harmonising the legal
treatment for privacy protection.”[43] However, with a different view than Reidenberg, they conclude that one of the
disadvantages in using the WTO as a forum for negotiating future data privacy rules is that “negotiations in the WTO are 
at least as hard to predict as a WTO decision in a particular case. They might result in relatively market-oriented rules. 
The United States and most developing countries do not have comprehensive privacy laws, so most WTO members have
reasons not to agree to European-style privacy laws. But the European Union and some other major countries do have 
national laws that are stricter than those in the United States. For that reason, negotiations could result in a more law-
centered emphasis that the United States, with its emphasis on self-regulation, would prefer.”[44]  
 
For the time being, it seems that, apart from questioning the legitimacy or competence of the WTO on personal data
protection issues, the US-EU controversy could be installed in the WTO arena if any initiative to regulate this field
would be taken. For the moment, the WTO has not proved to be the best place to protect non-trade interests. Actually, we 
would question the appropriateness of conceiving global governance in such a sectoral and compartmented way that has
so many difficulties in coping with trans-sectoral issues. However, the will expressed by Reidenberg as a second
significance is strongly shared by us, since an economic integration process that does not pay attention to social-
protection norms, is simply “not sustainable”.  
 
5. Concluding remarks  
 
The WTO rules set for the right of member states to regulate public policy objectives. One example is the adoption of
measures for the protection of personal data. In the case of the EU, the requisites asked for in the necessity test and the
“chapeau” are covered, in principle, by the adequacy finding methodology. This would involve, however, a case-by-case 
analysis. 
 
The “four-steps-methodology” can result in the legitimate use by the European Union of the exception foreseen in
Article XIV (c) (ii) to regulate trans-border data flows in order to protect privacy and data protection under the scope of
application of the Directive 95/46/EC. A grey area could be found in adequacy finding proceedings if not applied
properly or equally to the evaluation of third countries regimes, which could fall outside the requirements of the
“chapeau”.  
E-commerce is a domain where personal data protection has to be addressed properly due to the risks that the misuse of it
represents (from a consumer perspective: violation of his fundamental rights; and from a business perspective: endanger
of trust and confidence in the e-commerce market place). Certain degree of global consensus could facilitate on-line 
personal data flows. However, and being realistic, this is a realm full of controversies and political discussions. So, the
absence of consensus will continue giving the EU the right to use the exception of the GATS (provided all the requisites
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